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Croydon Voluntary Action

CVA POLICY ON COMPUTER, INTERNET AND E-MAIL USE

DRAFT FOR CONSULTATION

INTRODUCTION

1. The use of computers, the Internet and e-mail are positively encouraged at CVA.  Their appro​priate use facilitates communication, im​proves efficiency and extends the speed and scope of information available to CVA.  Their inappropriate use, however, would cause many prob​lems, ranging from the waste of staff time and resources to legal claims against CVA. 

2. This document provides rules, guidelines and examples on the appropriate and inappropriate use of Information & Communication Technology (ICT) facilities at CVA.  The aims of the document are firstly to advise users about what they may and may not do when using CVA ICT facilities; and secondly, to ensure that our ICT facilities are used in ways which maximize their benefit to CVA and never in ways that break the law or damage CVA, other organisations or individuals.  To these ends CVA adopts the rules and guidelines contained in this document.  

3. The rules and guidelines in this document apply to all authorised users of ICT facilities at CVA.  Authorised users include managers, staff, volunteers, consultants, contractors, agency staff, secondees, student placements, trainees, trainers, and all other persons who have the approval to use CVA’s ICT facilities.

COMPUTER MISUSE

4. All forms of computer misuse are liable to breach CVA’s disciplinary code of practice.  A number of examples are provided below.   However, it will never be possible to provide a definitive list.  Where a user is in doubt about whether a particular action would constitute misuse, they should raise it with CVA’s Business Manager.  Any member of staff who suspects that a user is abusing the computer system may speak in confidence to CVA’s General Manager or Business Manager.

LEGISLATION

5. The Computers Misuse Act 1990 is aimed primarily at computer hackers but also covers computer misuse in the workplace.  Under the Act some forms of misuse amount to specific criminal offences. The offences are:

· deliberate, unauthorised access to com​puter programs or data (s.1)

· unauthorised access with the intent to commit or facilitate the commission of fur​ther offences (s.2)

· intentional unauthorised modification of computer programs or data held in the computer (s.3).

6. CVA has a legal obligation under the Data Pro​tection Act 1998 to protect personal data and to hold it only for specified, lawful purposes.  It is the responsibility of CVA’s General Manager to ensure that all CVA em​ployees who handle personal data receive training in the implications of the Data Protection Act for their work.  

UNLICENSED SOFTWARE & COPYRIGHT

7. All CVA's software should be licensed.  Uploading, downloading or installing commercial software in violation of its copyright is theft and is in breach of CVA’s disciplinary code.  It is every user’s responsibility neither to use nor to collude in the use of unlicensed software.  

8. Management staff are often the main source of pressure in organisations to use unlicensed software.  Not having the finance to purchase a legal copy or being unable to do one’s job without using illegal software are not valid excuses.  Users must report it to the Business Manager immediately if they are using or feel they are being pressured to use unlicensed software.  Where detected, software that infringes copyright will be removed without notice.

9. Where an employee knows of software that could be of benefit to their work and believes it could be installed without infringing copyright, they should discuss it with their line manger.  Where the line manager agrees, she/he will raise the question of installation and /or purchase with the Business Manager.

10. The copyright laws also apply to the downloading and printing of items from the World Wide Web.  For example, CVA should not make available to the public downloaded “handouts” which infringe copyright.  Items posted to CVA web sites must not plagiarise the work of an individual or the content of another organisation’s web site.  Although not necessarily bound by law, where a piece of work is drawn on heavily for ideas or guidance or is reproduced with minor amendments, its source should be acknowledged.  Where copyright items are printed from the Internet for internal use, their URL address and any copyright details in the original footer should not be removed.  

SECURITY

11. CVA regards the security of its com​puter system as paramount and will take any measures it considers necessary to ensure the system is effectively protected.  Computer security at CVA is the responsibility of the Business Manager.  Line managers are responsible for assisting with security within their own departments.  Actions which are specifically forbidden include:

· attempting to break through the ICT security controls of CVA or those of any another organisation (hacking);

· intentionally accessing, receiving or transmitting information or software designed for spreading viruses or breaching security controls;

· intentionally seeking to damage, disrupt or sabotage any part of CVA’s ICT facilities;  

· installing or deleting any software, including encryption software, without the expressed agreement of the General or Business Manager

· making unauthorised changes to the system registry.

· users must not change their password without informing the Business Manager in writing of the new password.

12. Employees are permitted to ac​cess only those parts of the computer network, which they need to enter in order to carry out their normal duties (e.g., only the system administrator would ever need to access the operating system registry).  Where an employee is in doubt she/he should seek guidance from the Business Manager.  Personal items should be stored in a designated directory.

13. Line managers in conjunction with the Business Manager will decide the levels of access for departmental and team documents.

14. Documents should always be stored so that they are accessible to colleagues.  In the rare cases of confidential documents these should be stored in a way which allows access to authorised persons. 

15. CVA reserves the right to access immediately any electronic material or record of a user for any reason.  CVA also reserves the right to immediately stop any individual from using any ICT facilities. 

BACK-UPS

16. Effective back up systems is necessary to protect CVA against total loss of electronic data and to comply with audit and insurance requirements.  Daily back-ups of data must be carried out and documented by ICT support who must store all the back-up tapes in a secure cabinet. The Business Manager must ensure that disaster back-up tapes are stored off-site.

VIRUSES & ENCRYPTION

17. Damage and disruption from viruses are a constant threat.  While many viruses are no more than a nuisance an increasing number can paralyse an organisation’s electronic capability.  The Business Manager must ensure funds are available annually to purchase and update reasonable virus protection.  ICT Support must install virus-checking software on all servers and workstations.  CVA web sites and networks must be protected against unauthorised access from the Internet with the use of firewalls, anti-virus and other protections.

18. Where a user inadvertently accesses material that they suspect might contain a computer virus they should immediately break the connection and contact ICT Support for help.  Where a user has on more than one occasion downloaded or received virus contaminated material from the same source they must not accept or download further material from that source without the agreement of the General or Business Manager.

PURCHASING

19. All ICT purchases must be best value and must meet standards of quality, consistency and probity in accordance with CVA’s Financial Regulations.  All user requests for software or hardware purchases must be made and authorised in line with CVA’s Purchase Ordering procedure.  Full and proper records must be maintained of all purchases.  

E-MAIL

20. The style and content of e-mail messages should be con​sistent with the standard CVA’s expects from written communications.  Business e-mails sent from CVA should have an identifying auto-signature attached, including the user’s name plus the name and address of CVA.  Users must not use anonymous mailing services to conceal their identity when using CVA ICT facilities to send business e-mail or to post to the Internet. On the other hand, users should exercise caution about revealing their home address or home phone number and must not reveal those of others, including non-CVA users without the expressed consent of the individual.

21. Users must not seek, search for, send or knowingly receive e-mail (jokes, pictures, music, etc) or material from the Internet with content that breaches CVA’s Equal Opportunity Policy or any other policy.  If you receive such material you must take reasonable action to ensure it does not reoccur.

22. All users must note that contract offers trans​mitted via e-mail are legally binding. In addition, CVA would be liable to legal action where a user sent out e-mail or posted something on a website that was defamatory to any individual or organisation.  

23. Concerning internal e-mail, users can help colleagues to avoid information overload by copying e-mails only to those for whom they are particularly relevant.  Users should also be aware that the use of CAPITALS in e-mails is generally interpreted as SHOUTING and should be avoided. 

24. Employees who feel that they have cause for complaint as a result of e-mail communications should raise the matter initially with their manager. The complaint can be raised through the grievance procedure.

GAMES AND MUSIC
25. The downloading or installing of computer games and the playing of computer games during work time are not allowed.  The playing of music via multimedia PCs will be regarded in the same way as the playing of music by radio and it will generally be inappropriate to play music during normal working hours.  

SCREENSAVERS AND WALLPAPER

26. Users are allowed to display screensavers and wallpaper, providing doing so does not breach any other provision in this document (e.g., homophobic displays would be unacceptable).  However, management reserves the right to remove screensavers and wallpaper without notice where, for example, a workstation lacks sufficient memory or disk space to efficiently carry out CVA’s business operations.

BROWSING

27. Access to the Internet does not entitle users to unrestricted browsing.  Unless a user is precise about what she/he is looking for or has had basic training in the use of search engines it is easy to spend long periods browsing without finding anything of real value.    Line managers are therefore entitled to question whether an employee’s use of the Internet is excessive and/or appropriate.  Where a line manager is concerned about an employee’s use of the Internet, they may request the Business Manager to carry out a search of the sites the individual has visited.  Aimless browsing (just looking around) and surfing of non work-related sites, including sports, holiday and entertainment sites, are an unacceptable waste of CVA’s resources and are not allowed.

PRIVATE USE OF ICT FACILITIES

28. Some personal use of CVA’s ICT facilities is acceptable, in the same way as is using the telephone.  However, excessive and inappropriate use, such as browsing non work-related sites or using the facilities to do private business, are not allowed. Where possible private usage should be restricted to the lunch break or end of the day.

PRIVACY

29. Individuals are not guaranteed privacy while using CVA ICT facilities and should not use them for confidential private matters.

UNPROFESSIONAL AND ANTISOCIAL USES

30. CVA’s ICT facilities must not be used to do the following:

· Send out chain letters

· Post "personal" home pages or personal material or information unrelated to CVA on CVA web sites.

· Post on CVA websites or elsewhere any confidential information about a CVA user, CVA or its customers or suppliers.

· Participate in on-line gambling

· Send or post threatening, bullying, harassing or inappropriate messages.

· Send, intentionally receive, access or download any material, which is pornographic or obscene, or promotes or depicts violence, crime or terrorism.

· Send e-mail or post items which breach CVA’s Equal Opportunities Policy.

MONITORING

31. Monitoring of Internet usage and e-mail messages will be carried out on a random basis by the Business Manager and ICT staff.  Each employee can expect to have his or her usage monitored at some time.  Monitoring will consist of checking the mailboxes, local hard drive and Internet sites visited by users.  Monitoring will be carried out without warning.  

32. More detailed monitoring will be carried out where significant misuse is suspected and the information obtained may be used as a basis for further action, including disciplinary action where appropriate.

INTERNET

33. Users must not access or take part in chat groups which are totally non-work related.  Users must never access or download Internet Relay Chat (IRC) software, for example “ICQ”.  

34. When participating in discussions in newsgroups and mailing lists, users may offer information and advice to others if that is appropriate to their CVA job/role.  However, users must not offer advice in areas which are the responsibility of someone else within CVA.  Where the area of advice does not come under the user’s CVA job/role they must redirect or pass on enquiries to the appropriate person(s). 

35. Users may give advice or opinion using their professional discretion on matters on which there is no CVA policy and or practice but CVA facilities must not be used to give advice or opinion that is clearly contrary to CVA policy.  

36. Staff are expected to use the Internet responsibly.  The Internet must not be left on overnight and must not be left running idly in the background, during the day, while the user does other work.

ADMINISTRATORS

37. Administrators are in a special position of trust and responsibility.  Administrators necessarily have access to the entire technical system as well as the means of accessing the passwords, mailboxes and confidential file areas of other users.  To prevent misuse and maintain confidence administrators are forbidden to access any user’s mail box or confidential file areas or provide a third party with access to a user’s mailbox or confidential file areas without first obtaining the expressed agreement of the General or Business Manager. Administrators are also forbidden to make changes to the registry without the expressed agreement of the General or Business Manager.  In addition, whenever a change is made to a registry the change must be documented in full, using the print screen facility.  ICT Support must maintain, without fail, a paper file of all registry changes showing the date, time of the change, the reasons for the change and the specific changes made.

TRAINING

38. CVA recognises it is in the organisation’s interest that staff become proficient and maintain proficiency in using the ICT facilities.  To this end, CVA will:

· Specify core ICT knowledge requirements for users

· Identify user training needs 

· Provide the resources necessary to carry out essential training

POLICY REVIEW

39. This policy will be reviewed and updated at regular intervals and to keep up to date with changes and developments in ICT.

ADDENDUM

CVA has a sophisticated ICT system consisting of high specification, networked PCs, printers and up to date software.  To do your work most effectively you will need to operate this new technology and, where necessary, be willing to undertake training to be able to do so.  

Here are some tips for good practice with regard to the use of computers at CVA.

1.
Do not rest food or drink on the processor, monitor or keyboard.

2. If you are exiting Windows, please do so fully.  Do not switch off your PC without going through the full shutdown process.

3. If you use disks, label the disks and store them away as they may get damaged if left lying around.

For your own health, safety and comfort 

1.
Try to ensure that the screen is at a comfortable position from your eyes.  Your eyes have a 'rest' focus position (usually the distance to your fingertips with arms outstretched).  The screen is also best at eye level rather than higher or lower.

2.
Computer screens are very bad for concentrating and fixing your attention and position for long periods.  It is easy to work with one for much longer than you intend without a break or change of position.

3.
Do not work in a twisted position.  Your muscles and body will suffer.

4.  Don’t work all day at your PC screen without a break.  For every hour you    spend working at your PC monitor, take a ten minutes break.

POSTURE
Adjust backrest to allow you to sit upright.

BACK

Support your lower lumbar region with the backrest.

FEET

your feet should be flat on the floor or on a proper



footrest


SCREEN
Keep your screen clean and reflection free.

MONITOR
Adjust the height and angle of your monitor for comfort.

KEYBOARD
leave enough space on the desk to rest your hands / wrists.
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